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Purpose 

We propose that the user interact with the spacecraft as if the spacecraft wereafle 
server so that the user can select and receive data as files in standard formats (e.g., 
tables or images, such as jpeg) via the Internet. Internet technology will be used 
end-to-end from the spacecraft to authorized users, such as the flight operation team 
and project scientists. The proposed solution includes a ground systern and spacecraft 
architecture, mission operations scenarios, and an implementation roadmap showing 
migration from current practice to the future, where distributed users request and 
receive files of spacecraft data from archives or spacecraft with equal ease. This 
solution will provide ground support personnel and scientists easy, direct, secure 
access to their authorized data without cumbersome processing, and can be extended 
to support autonomous communications with the spacecraft. 

Problem 

In current practice, the science user is often “distant" from spacecraft science data. The 
qround system and operations team act together as a “middleman that receives and 
processes the raw data before the end user sees the result. Science teams are often 
co-located with the spacecraft operations center at great expense to give the science 
team better and quicker access to the raw spacecraft data. Retrieval and reconstruction 
of spacecraft data on the ground is a significant cost and source of ^ omp, ®^ y ' n ^®. 
ground system. Modern spacecraft are already equipped with a random-access * 

State Recorder (SSR) onboard, capable of supporting a file system, but is presently 

used primarily as a FIFO buffer. 

Bottlenecks in the SSR to ground system and ground system to science data user 
communications limit the flexibility and operability of the old architecture. Currently the 
contents of the SSR is typically dumped during each contact. On the ground, the data 
are captured logged, stored in history files, and processed depending on their nature. 
The housekeeping data from the SSR is subsequently processed for user telemetry 


complexity and data processing support required, and reduces the need for custom 
applications to handle and process spacecraft data. 


GSFC STI PUBLIC DISCLOSURE EXPORT CONTROL CHECKLIST 


The Export Control Office requests your assistance in assuring that your proposed disclosure of NASA 
scientific and technical information (STI) complies with the Export Administration Regulations (EAR, 15 
CFR 730-774) and the International Traffic in Arms Regulations (ITAR, 22 CFR 120-130). The NASA 
Export Control Program requires that every domestic and international presentation/publication of GSFC 
STI be reviewed through the GSFC Export Control Office in accordance with the NASA Form 1676, 
NASA Scientific and Technical Documents Availability Authorization (DAA) process. Release of NASA 
information into a public forum may provide countries with interests adverse to the United States with 
access to NASA technology. Failure to comply with the ITAR regulations and/or the Commerce 
Department regulations may subject you to fines of up to $1 million and/or up to 10 years imprisonment 
per violation. Completion of this checklist should minimize delays in approving most requests for 
presentation/publication of NASA STI. 

Generally, the export of information pertaining to the design, development, production, manufacture, 
assembly, operation, repair, testing, maintenance or modification of defense articles, i.e., space flight 
hardware, ground tracking systems, launch vehicles to include sounding rockets and meteorological 
rockets, radiation hardened hardware and associated hardware and engineering units for these items are 
controlled by the State Department under the ITAR. A complete listing of items covered by the ITAR can 
be accessed at liKo://t>sl'c-bliicnun.t>src.nasa.go\ /cxport/rcRsitar.htni . The export of information with 
respect to ground based sensors, detectors, high-speed computers, and national security and missile 
technology items are controlled by the U.S. Commerce Department under the EAR. If the information 
intended for release falls within the above categories but otherwise fits into one or more of the following 
exemptions, the information may be released. 

EXEMPTION I 

If your information is already in the public domain in its entirety through a non-NASA medium and/or 
through NASA release previously approved by the Export Control Office, the information is exempt from 
further review. If the information falls into this category, you may attest that you are using this exemption 
by signing below. 


Signature 


Date 


EXEMPTION H 

If your information pertains exclusively to the release of scientific data, i.e.. data pertaining to studies ot 
clouds, soil, vegetation, oceans, and planets, without the disclosure of information pertaining to articles 
controlled by the ITAR or EAR, such as flight instruments, high speed computers, or launch vehicles, the 
information is exempt from further review. If the information falls into this category, you may attest that 
you are using this exemption by signing below. 


Signature 


Date 
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EXEMPTION m ^ 

If vour information fells into the areas of concern as referenced above, but is offered at a general purpose 
or high level, i.e. poster briefs and overviews, where no specific information pertaining to ITAR or fcAK 
controlled items is offered, the information is exempt from further review. If the information falls mto 
this category, you may attest that you are using this exemption by signing below. 



EXEMPTION IV 

If your information is not satisfied by the three exemptions stated above, the information may be released 
using exemption 125.4(b)(13) of the ITAR. Use of this exemption is afforded only to agencies of the 
Federal Government and allows the release of ITAR controlled information mto the public domain. The 
GSFC Export Control Office has determined that use of this exemption will be allowed only after 
receiving assurance that such release is a responsible action. The following internal guideline has been 
established regarding use of this authority: That the information does not offer specific insight into the 
design development, production, or manufacture of an identified ITAR controlled item (reference 
paragraph 2. above) in sufficient detail (by itself or in conjunction with other publications) to allow 
potential adversaries to replicate the item or exploit or defeat controlled U S. technologies. All signatures 
of approval on NASA Form 1676 expressly indicate concurrence with the responsible use of Exemption 
IV when Exemption IV has been cited by the author. If you determine that you have met this criteria, you 
may attest your determination by signing below, and the GSFC Export Control Office will offer favorable 
consideration toward approving your presentation/publication request under this special exemption. 


Signature 


Date 


If you do not satisfy the above exemptions, please contact the GSFC Export Control Office for further 
clarification on the releasability of your information under the ITAR or EAR. 



